UY BAN NHAN DAN  CONG HOA XA HQI CHU NGHIA VIET NAM

XA THACH HA Poc lap - Tu do - Hanh phic
S6:1164 /UBND-VP Thach Ha, ngay o1thang 7 nam 2026

Vv théng bao 16 hong bao mat
nghiém trong thang 6 nam 2026

Kinh gui:
- bang uy, HDND, UBND, UBMTTQ Viét Nam X&;
- Cac phong, ban, don vi cap x&;
- Cé4c Thon, To chuyén doi sb cong ddng trén dia ban xA.

Thuc hién Cong vin s6 2662/CAT-ANM ngay 29/6/2026 cia Cong an tinh
vé viéc thong bao 16 hong bao mat nghiém trong thang 6/2026. Theo Cong vian
trong thang 6/2026 trén khdng gian mang xuat hién nhiéu chién dich tan cong
mang tinh vi va cac 16 hong nghiém trong trén cac phan mém ung dung pho
bién. Pac biét hé thong quan tri ma doc tap trung ghi nhan mot s loai ma doc
nguy hiém dang 1ay nhiém, anh huong tryc tiép téi cac co quan, don vi trén dia
ban tinh. Céc loai virus, ma doc nay co thé bi dbi tuong tan cong loi dung dé
chiém quyén diéu kién hé thong, danh cap va ma hoa dit licu doi tién chuoc
(ransomware).

Tai tru so khéi lién co quan xa Thach Ha quan ly trong thang 06/2026 ghi
nhan Canh bao ma doc lay nhiém qua file Excel (Virus.MSExcel.Laro) véi mirc
do: Nghiém trong. Pay 1a loai macro-virus lay lan qua cac file Microsoft Excel,
dac biét phat tan manh qua tng dung Zalo. Khi nguoi dung mé file va bat tinh
nang “cho phép Macros” (Enable Macros) virus s& lay nhiém vao hé théng, co
kha nang danh cap théng tin nhay cam va Ia tién dé cho cac cudc tan cong ma
hoa téng tién (ransomware). Pé nghi can bo, cong chic tuyét doi khéng bam
“cho phép ndi dung hoat dong” (Enable Content) hodac “cho phép Macros
(Enable Macros) d6i véi c4c tép tin nhan duoc tir nguon khdng tin cay va luén
bat phan mém diét virus Smart IR.

Trong thang 06/2026, ngoai canh bao ma doc lay nhiém tai Thach Ha trén
dia ban tinh ghi nhan thém 06 canh bao nghiém trong théng qua hé théng quan tri
mi doc tap trung EDR va c4c nguy co tan cong mang, 16 hong bao mat nghiém
trong. P& nghi can bo, cong chuc theo ddi, cap nhat va canh giac (cé Cong vin
2662/CAT-ANM giri kém).

Pé bao dam an toan thong tin, dé nghi toan thé can bo, cong chic, vién chirc
va Nhan dan nang cao tinh than canh giac, cha dong theo di va cap nhat thuong
Xuyén céc thong tin, canh bao vé an toan, an ninh mang va kip thoi phan anh cac
dau hiéu bat thuong cho co quan chiic nang dé dugc hd tro xir ly.



Khi phéat hién c6 dau hiéu tan cong mang dé nghi cac phong, ban, don vi va
c4c ca nhan lién hé Codng an tinh (qua phong An ninh mang va phong, chéng toi
pham sir dung cng nghé cao, s6 dién thoai: 099.338.6777 hoic qua ba Pao Thi
Huyén, chuyén vién Vian phong HDND va UBND) dé duoc phdi hop, hd tro xir Iy.

UBND x4 théng bao cac phong, ban, don vi biét, canh giac va nghiém tuc
thuc hién cac ché do bao mat./.

Noi nhin: TM. UY BAN NHAN DAN

- Nhu trén;

- Chu tich, cac PCT UBND x&;
- Cong an x&;

- Luu: VT, VP.
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