Ky boi: CONG AN TINH HA TINH
Email: cat@hatinh.bca
Ngay ky: 29-06-2026 08:11:53 +07:00

~ BOCONGAN CONG HOA XA HQI CHU NGHIA VIET NAM
CONG AN TINH HA TINH Doc ldp - Tw do - Hanh phuc
S62662CAT-ANM Ha Tinh, ngay 29thang  nam 2026

V/v thong béo 16 hong bao mat
nghiém trong thang 6/2026

Kinh gui:
- Cac Ban Pang, UBKT. Van phong Tinh uy;
- Cac Dang uy truc thudc Tinh uy;
- Van phong Poan DPBQH va HDND tinh;
- Van phong UBND tinh;
- Cdc 56, ban, nganh, doan thé cAp tinh;
- Cac doanh nghiép nha nuéc trén dia ban tinh;
- Pang iy, UBND cip xa.

Thang 6/2026 trén khong gian mang xudt hién nhiéu chién dich tin cong
mang tinh vi va cdc 15 hdng nghiém trong trén cic phan mém ung dung phd bién.
Dic biét hé thong quan tri md doc tap trung ghi nhan mot sé loai mi doc nguy
hiém dang iy nhiém, anh huéng truc tiep dén céc co quan, don vi trén dia ban
tinh. Cac loai virus, ma doc nay co thé bi d6i twong tan cong loi dung de chiém
quyén diéu khién hé thong, danh cip va méd héa dir liéu doi tién chude
(ransomware). Cong an tinh théng béo théng tin va hudng dan cac don vi giai
phap khic phuc nhu sau:

1. Cac nguy co tan cong mang va 1o hong bao mat nghiém trong

1.1. RO ri thong tin cé nhan tir viée thanh 1y thiet bi ¢t (O cimg, Mdy tinh,
Dién thoai)

- Mtrc do: Nghiém trong.

- M6 ta: Ngudi dung c6 thoéi quen ban lai hodc virt bo cdc thiét bi hong, cii
(laptop. 6 ctrng roi, thé nhé, dién thoai) ma chi xéa dit liéu theo cdch thong thu'b'ng
(Delete/Format) hodc chua xu 1y vi mdy khong 1én nguon Thuc té, dit lidu van
ton tai trén chip nhé va ¢ thé duoe khoi phuc bang cdc phin mém chuyén dung.

Céc ddi tuong thu mua dé cii ¢6 thé trich xuat hinh anh nhay cam, thong tin can
cudc cong dan, mat khau trinh duyét hodc tép tin cong ty dé tong tién, gia mao
danh tinh hodc rao ban trén “cho den™.

- Giai phap ung pho: @V Trude khi ban, can thue hién viéc ghi dé dir lieu
(Zero Fill) hodc khéi phuc cai dit goc nhicu lan, @ Véi thiet bi hong khong the
bat ngudn nhung chira dir liéu nhay cam, tot nhat nén tiéu huy vat 1y (pha hong

hoan toan thp nhd/phién dia) thay vi ban phé liéu. @ Ludn md hoa ¢ dia
(BitLocker trén Windows hodc FileVault trén Mac) ng gay tir khi bit dau st dung

dé dam bao du b lay mét 6 ctmg, ké gian cling khéng thé doc duoc noi dung.

1.2. Phan mém ddc hai “Camera ao” va thiét bi can thi€ép vuot sinh trac hoc
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- Murc do: Pac biét nghiém trong (vo hi¢u hoa lép bao mat khuon mat).

- Mb ta: Dbi tuong san Xuat cac ph5n meém ddc hai hodc ban cac dién thoai
da bi can thiép phan cimg. Cac cdng cu nay tao ra mot “Camera ao”, cho phép
chiing chen cac video Deepfake hodc anh chan dung tinh cua nan nhan vao quy
trinh quét khudn mat cia App ngan hang. Thay vi quet khuon mat that, he thong
bi Itra nhan dién dit lidu tir tép tin 6 sin, gitp ké gian thue hién 1énh chuyén tién
trai phep.

- Giai phap tmg pho: ) Tuyét ddi khong cai dit cdc img dung tir nguon la
(file .APK) ngoai kho ttng dung chinh thong (Google Play/App Store). @ Khong
str dung cac dién thoai da bi be khoa (Root/Jailbreak) hodc mua may cti khong ro
ngudn gbe di bi can thiép phan ctng. @ Cén trong khi cung cdp anh chan dung,
video khuon mat trén cac ung dung giai tri, boi toan khong uy tin trén mang.

1.3. Nguy co mét an toan thdng tin va rii ro phép 1y tir phﬁn mém Office,
Windows “Be khda” (Crack/Key lau)

- Mitc dg: Nghiém trong (D¢ bi cai cam ma doc va doi mat vai an hinh sw).

- Mo ta: Viée su dung cac cong cu kich hoat trai phep (Crack. Key lau,
Activator) dé ding mién phi Windows. Office... can ctr theo nure dé ¢é thé 1a hanh
Vi Vi pham phap luat hinh su. Bén canh d6, cdc cong cu nay thuong chira ma doc,
phan meém gian diép (spyware) 4m tham hoat CIonCr Khi cai dat, chung co thé tao

“cira sau” (backdoor) cho phép hacker toan quyén kiém soat may tinh, danh cip
thong tin ding nhap ngin hang, dit liu doanh nghiép va bién may tinh cua ban
thanh cdng cu tin cong mang.

- Giai phép ttng pho: V) Chi st dung phan mém cé ban quyén chinh hing tir
nha san xuat; tuyét d6i khong sir dung céc cong cu be khoa hodc mua “Key lau”
gia ré trén mang. @ Poi véi doanh ngh1ep va to chie, can thuorng Xuyen ra soat,
kiém tra ban quyén phan mém trén mdy tinh nhan vién dé tranh rui ro bi truy ctru
trach nhiém hinh su vé&. @ Ut tién stt dung cic phan mém ma ngudn mé hodc cdc
b6 cong cu mién phi ¢6 uy tin néu khéng mudn tra phi ban quyen.

2. Canh bao nghiém trong théng qua hé thong quan tri ma déc tap
trung EDR trén dia ban tinh

2.1. Canh bao mi doc lay nhidm tp tin da hinh va chiém quyén diéu khién
(Virus.Wm32.Virut.ce va Virus.Win64.Moiva.a)

- Mitc do: Piac biét nghiém trong (nguy co hong toan bo he thémg va mat
dix liéu).

- M5 ta: DAy 1 mdt trong nhitng dong virus nguy hiém nhat thuoc loai “File
Infector” (1dy nhiém tép tin). Khac vdi cac loai ma doc th6ng thwong, Virut.ce tu
dong chén mé doc vao toan bo cdc tép thuce thi (.exe, .scr) ¢6 trén may tinh, bao
gdm cé céc tép tin cdt 151 ctia hé diéu hanh Windows. Diém cuc ky nguy hiém 1a
tmh chét “da hinh” (polymorphic): virus tu thay d6i cau tric mé ngudn cua noé sau
mdi 1an 1y nhiém, khién céc plmn mém diét virus thong thuong rat khé nhéan dién
triét dé. Khi hoat dong, né mo “cura sau” (backdoor) dé két ndi téi may chu diéu



khién (C&C), cho phep tin tic chiém toan quyén kiém soat may tinh, danh cap
thong tin mat va s dung may tinh cua nan nhan dé thuc hién cic cude tan cong
mang khac (Botnet). Virus nay lay lan véi tée do chéng mit qua céc loai b cing
didong, USB, the nhd,... va cac thu muc chia sé chung trong mang ndi bo (LAN)!.

- Giai phap khic phuc: ) Khi ¢6 ddu hiéu nhiém (mdy chay cham bat
thudng, cic tmg dung .exe bi 16i khong mé duoc), lap tc ngit két ndi mang
Internet va rit toan bod céc thiét bi lwu trit ngoai (USB, 0 cting ro1i) dé ngan chan
virus gui dir liéu ra ngoal va lay lan sang may khac. (2) Khong nén cb gang diét
virus bang cdc phan mém chay truc tiép trén Windows s vi Virut.ce thuong tim

cach vd hiéu hda hoic lay nhiém nguoe vao chinh phan mém diét virus d6. Thay
vao do, hiy sir dung céc dia ciru hd chuyén dung (Rescue Disk) d& quét ma doc
tir moi truong bén ngoai hé didu hanh (Boot qua USB/CD). @) Do dic tinh lay
nhiém sau vao moi tép tin thue thi, viéc “quét va diét” thudng lam hong tép goc
khién tng dung khong thé hoat dong 6n dinh. Giai phap an toan va triét dé nhét
la thue hién sao lwu dit liéu quan trong (chi sao luu file tai liéu nhu docx, pdf,
xlsx; tuyét doi khong sao luu file .exe), sau d6 dinh dang lai toan bo & ctng
(Format) va cai dat lai he diéu hanh méi. @ Trudce khi cai dat cac don vi lién hé
dau moi cai dat phan mém Smart IR? dé duoc hwéng dan cap lai Key.

2.2. Canh bao ma doc lay nhiém qua file Excel (Virus. MSExcel. Laroux)
- Mtrc do: Nghiém trong.

- Mo ta: Day la loai macro-virus lay lan qua cac file Microsoft Excel, dic

bigt phat tan manh qua ng dung Zalo. Khi nguoi dung mé file va bat tinh ning

“cho pheép Macros” (Enable Macros) V1rus s€ lay nhiém vao he thong, co kha nang

dénh cap thong tin nhay cam va 14 tién dé cho céc cude tn cong mi hoa téng tién
(ransomware)-.

- Giai phap khic phuc: W Péi véi quan tri vién hé thonc can cau hinh Group
Policy dé vé hiéu hoa hodc canh bdo nghiém ngat viéc thuc thi macro trong céac
van ban Office. @ Pbi véi ngudi dung tuyét ddi khéng bam “cho phép ndi dung
hoat dong” (Enable Content) hodc “cho phép Macros™ (Enable Macros) déi véi

! Ghi nhan lay nhiém tai: Sé Gido duc va Pao tao THPT Cam Xuyén véi gan 300 canh bdo lay nhiém; Xa Son
Kim 2 voi gan 3.600 canh bao lay nhiém.

De nghi cac don vi xit Iy, khac phuc va bio cio vé Cong an tinh trwdc uga\ 10/7/2026.

? Lién hé VNPT anh Pang Quoc Sinh (s dién thoai 0975357960) la dau mol cai dat phan mém Smart IR.

3 Ghi nhén lay nhiém tai: Ban T6 chire Tinh uy: SoY té|Van phong So'y té; So Y Ie!Tnmg tam y té Cam Xuyén;
S& Y té/Chi cuc Dan s6; $& Y té|Trung tam y té Thach Ha; S6'Y té/Trung tam y té Tién Dién; S Noi vu/Ban dan
toc - Ton gido; S& Cong thwong|Van phong S& cong thuong; S& Nong nghiép va Méi trwong/Vuon Qubc gia Vil
Quang: Xa Ky Khang; Phuong Nam Hong Linh; X3 Kim Hoa: Xa Mai Hoa: Xa Tr My; X4 Huong Son; Xa Son
Kim 2; Xa Huong Son Truong THCS Trung Phi; Xa Ca am Lac; Xa Son Tay: Xa Son Hong; Xé Son Giang|Trwong
THCS Hai Thweng Lan Ong: Xa DBong Tién|Tram y té Thach Héi: Xa Pong Tién/Tram y té Thach Vin; Xa Ha
Linh/Truéng THCS Ha Linh: X& Thach KhéUBND-Pang uy-MTTQ-TTHCC xa Thach Khé; Xa Thach
Ha UBND-Dang uy-MTTQ-TTHCC; Xa Bong Kinh|[UBND-Bang uy-MTTQ-TTHCC x4 Pong Kinh; Xa Pan Hai
Trong d6 So Ngi vu/Ban dan tc - Ton gido; S& Y t&[Van phong S¢ y té; $¢ Y té|Trung tam y té Cam Xuyén; Xa
Son Giang|Trwong THCS Hai Thuong Lan Ong: X3 Kim Hoa; Xa Mai Hoa: Xa Tt My; Xa Huong Son; Xa Son
Hong ghi nhan nhiém loai ma doc nay nhidu nhat.

Pé nghi cic don vi xit 1y, khac phuc va bio cio vé Cong an tinh trwde ngay 10/7/2026.
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cac tép tin nhan duoc tr nguon khong tin cay va luon bat phan mem diét virus
Smart IR.

2.3. Canh béo mi déc lay nhiém qua phan mém AutoCAD
- Mtc do: Nghiém trong.

- Mb ta: Pay la loai virus ldy nhiém vao méi trudng lam viée ctia phan mém
AutoCAD. Khi ngudi dung mé mot tép ban vé bat ky ma doc sé& duoc kich hoat
va ¢6 kha ning danh cdp, phd hoai cac ban vé thiét ké, dit liéu quy hoach, du an
quan trong*.

- Giai phap khic phuc: (O Doi véi quan tri vién he thong can ra soat cac may
tinh c6 cai dit AutoCAD. St dung phan mém diét virus dé lam sach. Kiém tra va
x0a cac tép tin doc hai (nhw acad.lsp, acaddoc.lsp) trong thu muc cai dat va thu
muc nguoi dung cia AutoCAD. D6i véi nguoi ding khong mé cac file ban AE
khong rd ngudn gbe, bio cdo ngay cho bo phan cong nghe thono tin khi phan mem
AutoCAD c¢é céc biéu hién bt thuong va luon bat phan mém diét virus Smart IR.

2.4. Phat hién mdt so file .exe tai cac don vi ghi nhan hanh vi nguy hiém c6
thé dan dén tan cong ma hoa dit liéu trong twong lai

- Mttc do: Nghiém trong.

- Mb ta: Mot sb tép tin thue thi (.exe) tai cac don vi co hanh vi nguy hiém,
tiém 4n rui ro cao ddi véi hé thong thong tin. Cac tép tin nay co thé dwoc phat tan
thong qua email, ng dung nhén tin (Zalo, Telegranm,. ), thiét bi luu trit USB
hodc tai vé tir Internet.

Khi nguoi dung vo tinh thue thi (chay) cac file .exe, ma doc ¢6 thé duoe
kich hoat, cho phép ke tAn cong xam nhap he thong. tai thém ma doc khac, duy tr1
quyen kiém soét va ddc biét 1a tién dé cho cdc cude tan cong ma hoa dir lidu tong
tién (ransomware) trong tuong lai’,

- Giai phap khic phuc: V) Péi véi quan tri vién he thong can ra soat, kiém
tra va loai bo ngay cac file .exe khong ro nguon 00(. trén may tram va may chu.
Céu hinh Group Policy hodc cic giai phap Endpoint Security dé han ché hodc
chan viéc thue thi file .exe tir cac thu muc khong an toan (Downloads, Temp,
USB,...). Trién khai va cap nhat ddy du phan mém diét virus Smart IR cho hé
théng. ® Dbi véi nguoi dung can tuyét doi khéng m& hodc chay cac file .exe nhan
duoc tir email, ing dung nhén tin hodc nguén khong rd rang. Khong tai va cal dat
phan mém, cong cu. file crack hodc keygen tir Internet. Ludn bat phin mém diét
virus Smart IR va kip théi bdo cdo bo phan cong nghé thong tin khi phat hién canh
béo bat thuong.

4 Ghi nhan lay nhiém tai: S& Néng nghigp va Méi truong|Van phong bBang ky dat dai huyén Cam Xuyén; dac biét
ghi nhan lay nhidm hon 1.500 lan tai xi Hueong Son. Céng an tinh dé nghi xa Hwong Son xit Iy, Kkhic phuc va
bio cio vé Cong an tinh treéc ngay 10/7/2026.

3 Ghi nhan lay nhiém tai: S& Xay dyng: So Y téBénh vién Surc khoe Tam than; Xa Can Loc: Xa Cb Pam. Cong
an tinh dé nghi cac don vi xir Iy, khiic phuc va bio cao vé Cong an tinh trwde ngay 10/7/2026.
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Khi phat hién déu hiéu tin cong mang dé nghi cac don vi, dia phuong lién
h¢ Cong an tinh (qua Phong An ninh mang va phong, chong toi pham sir dung
cdng nghé cao, so dién thoai: 099.338.6777) dé dugc phdi hop, hd tro xi 1y.

Coéng an tinh thong bao cac don vi, dia phwong biét, dé nghi khan treong ra
sodt, X1 Iy céc virus, mi doc va cac 16 hdng bao mat trén hé thong F;

Noinhan:

- Nhu trén;

- B/c Giam ddc (dé béo cio);
- Luu: VT, ANM.
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