UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
XA THACH HA Poc l1ap - Tw do - Hanh phac

Sé:402 /UBND-VP Thach Ha, ngay 2s5thang 3 nam 2025
Vv théng bao 16 hong bao mat
nghiém trong thang 01, 02/2026

Kinh gui:
- Pang uy, HDND, UBND, UBMTTQ Viét Nam x4;
- Trung tdm Chinh tri x4;
- Cac phong, ban, don vi cap x&;
- Cac Truong hoc trén dia ban xa;
- Cé4c Thon, To chuyén doi sé cong dong trén dia ban xa.

Thuc hién Vin ban s6 387/CAT-ANM ngay 30/01/2026 cia Cong an tinh
vé viéc thong béo 16 hong bao mat nghiém trong thang 01/2026; Cong van sb
785/CAT-ANM ngay 05/3/2026 ciia Cong an tinh vé viéc thong bao 16 hong bao
mat nghiém trong thang 02/2026.

Theo Cong van trong thang 01 va 02 trén khong gian mang Xxuat hién
nhiéu chién dich tan cong mang tinh vi va cac 16 hong nghiém trong trén céac
phan mém &ng dung phd bién. Piac biét hé thdng quan tri ma doc tap trung ghi
nhan mot s loai ma doc nguy hiém dang 1ay nhiém, anh huong truc tiép toi cac
co quan, don vi trén dia ban tinh. C4c loai virus, ma doc nay co thé bi dbi tuong
tan cong loi dung dé chiém quyén diéu kién hé thong, danh cap va ma hoa dix
liéu doi tién chudc (ransomware). Trén dia ban x& Thach Ha ghi nhan 02 Canh
bao nghiém trong thdng qua hé thong quan tri ma doc tap trung EDR nhu sau:

1. Canh bio ma doc lay nhiém qua file Excel (Virus.MSExcel.Laroux-
based).

- Murc d6: Nghiém trong.

- M0 ta: Pay la loai Macro-virus lay lan qua cac file Microsoft Excel, dac
biét phat tdn manh qua tng dung Zalo. Khi nguoi dung mao file va bat tinh nang
“cho phép Macros” (Enable Macros) virus s& 1y nhiém vao hé thong, c6 kha ning
danh cap thong tin nhay cam va 1 tién dé cho cac cudc tan cdng ma hoa tong tién
(ransomware)".

- Giai phap khac phuc:

+ Pbi voi quan tri vién hé thong: can cau hinh Group Policy dé vo hiéu hoa
hoac canh b&o nghiém ngat viéc thuc thi macro trong cac van ban Office.

! Ghi nhan lay nhim tai: Bang ty, Trung tam chinh tri, UBND, MTTQ va Trung tam phuc vu Hanh chinh cong



+ Ddi v6i nguoi ding: tuyét ddi khdng bam “cho phép ndi dung hoat dong”
(Enable Content) hodc “Cho phép Macros” (Enable Macros) ddi véi tép tin nhan
duoc tir ngudn khéng tin cay va ludn bat phan mém diét virus Smart IR.

2. Canh bao ma déc lay nhiém qua file AutoCAD (Virus.Acad.Bursted.a,
Trojan.Acad.Agent.a)

- Murc d6: Nghiém trong.

- M0 ta: Pay 12 loai virus 1y nhiém vao méi truong 1am viéc cua phan mém
AutoCAD. Khi ngudi ding mé mot tép ban vé bat ky, ma doc sé dugc kich hoat va
c6 kha nang danh cap, phé hoai cac ban vé thiét ké, dix liéu quy hoach, du an quan
trong.

- Giai phép khic phuc:

+ Dbi vé6i quan tri vién hé théng: can ra soat cdc maét tinh c6 cai dit
AutoCAD. Sir dung phan mém diét virus dé 1am sach. Kiém tra va xda céc tép tin
doc hai (nhu: acad.lsp, acaddoc.lsp) trong thu muc cai dat va thu muc ngudi dung
cua AutoCAD.

+ Ddi véi nguoi dung: khdng ma céc file ban vé khdng rd ngudn gdc, béo
céo ngay cho can bd phu trach CNTT khi phan mém AutoCAD c6 céc biéu hién bat
thuong va ludn bat phan mém diét virus Smart IR.

Ngoai 02 canh bao nghiém trong ghi nhan lay nhiém tai Thach Ha. Trén dia
ban tinh ciing ghi nhan mot s6 canh béo nghiém trong thong qua hé théng quan tri
mi doc tap trung EDR va nguy co tan cdng mang, 16 hong bao mat nghiém trong
(c6 van ban guri kém). D& nghi cac Can bo, Cong chic, Vién chic nghién ciu.

Khi phét hién c6 dau hiéu tin cdng mang dé nghi cac phong, ban, nganh, don
Vi va cac ¢ nhan lién hé Cong an tinh (qua phong An ninh mang va phong, chng
t6i pham sir dung céng nghé cao, s6 dién thoai: 099.338.6777) dé dugc phdi hop,
hé tro xir Iy.

UBND xi théng bao cac phong, ban, don vi biét, canh giac va nghiém tuc
thuc hién cac ché do bao mat./.

Noi nhgn: TM. UY BAN NHAN DAN
- Nhu trén; ”

- Chii tich, cic PCT UBND x&; CHU TICH
- Cbng an x&;
- Luu: VT, VP,
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