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~ BOCONG AN CONG HOA XA HQI CHU NGHIA VIET NAM
CONG AN TINH HA TINH Poc lap - Tu do - Hanh phuc
S6:9S/CAT-ANM Ha Tinh, ngay 05 thdang 3 ndm 2026

V/v théng béo 15 hong bao mét
nghiém trong thang 02/2026

Kinh guti:
- Céc Ban Bang, UBKT, Vién phong Tinh uy;
- Cac Dang uy truc thudc Tinh uy;
- Van phong Poan PBQH va HPDND tinh;
- Van phong UBND tinh;
- Céc s6, ban, nganh, doan thé cap tinh;
- Céc doanh nghiép nha nudc trén dia ban tinh;
- Pang ty, UBND cép x4.

Thang 02/2026 trén khéng gian mang xuét hién nhiéu chlen dich tén cong
mang tinh vi va cic 16 hong nghiém trong trén cic phan mém ung dung phd
bién. Pic biét hé thong quan tri mé doc tap trung ghi nhin mot so loai ma doc
nguy hiém dang 14y nhiém, anh hudng truc tlep dén cac co quan, don vi trén dia
ban tinh. Céc loai virus, ma doc nay cé the bi ddi tuong tin cong loi _dung dé
chiém quyén didu khién hé thdng, danh cip va ma héa dit liéu doi tién chudc
(ransomware). Cong an tinh thong bdo thong tin va hudng dan cac don vi giai
phap khic phuc nhu sau:

1. Céc nguy co tin cong mang va 16 hong bio mit nghiém trong

1.1. Canh bdo 16 hong thuc thi ma tir xa nghiém trong trong Dich vu cong
may tinh tir xa ctia Microsoft (Remote Desktop Gateway)

- Muc dg: Dac biét nghiém trong.

- Mb ta: Microsoft vira cong bé khan cip 16 hong bao mat moi trong cac
may chu thu dién tur Exchange Server. L4 hong nay cho phép ké tén cong (da co
quyén truy cap thép hoic chlem dugc mot tai khoan email thong thudng) thuc
hién k¥ thuat leo thang dic quyen dé chiém quyén kiém soét toan bd may chu
(Domain Controller). Nguy hiém hon, ma khai thac (PoC) cua 16 hdng nay da bi
16 lot va dang dugc cac nhém ransomware st dung dé tan céng ma héa di lidu
cac doanh nghiép.

- Phién ban anh hudng: Microsoft Exchange Server 2016, 2019 va cac
phién ban Exchange Hybrid chua cdp nhét ban va “Patch Tuesday” thang
02/2026.

- Giai phap khéc phuc: Quan tri vién cac hé théng can cai dat ngay ban
cap nhét bao mat (Security Update) thang 02/2026 ma Microsoft vira phit hanh
ngay 10/02/2026. Néu chua thé cip nhat ngay, can kich hoat tinh nang
“Extended Protection” (bdo vé md rong) trén may chu Exchange va ra soét lai
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nhat ky truy cap dé phat hién cac d4u hiéu dang nhap bit thuong tir cac dia chi
IP la.

1.2. Canh béo chién dich phat tan ma doc gla mao “Phan mém thué va tai
liéu noi bd dau nam”

- Mtrc do: R4t nghiém trong.

- Mo ta: Loi dung thoi diém cac doanh nghiép quay trd lai 1am viée va
chuén bj cho ky quyét toan thué dau nam, cac nhém tin tic dang ddy manh hai
hinh thtc tan cong nham vao khéi van phong: (V) Gia mao co quan thué giri
email hodc tin nhan Zalo mao danh can b thué, yéu cau ké toan hodc chu
doanh nghiép tai vé “Phan mém hd tro ké khai thué 2026 hoic cdp nhat Ung
dung “eTax Mobile” ban m&i nhat dé khong bi phat. Pudng link dan dén mot
website gia mao va tai xubng file chira ma doc gian diép (spyware). @ Gia mao
tai liéu noi bo glri email gia danh lanh dao hodc phong nhan su véi tiéu dé gay
td mo nhu “Ké hoach kinh doanh méi sau Tét 2026”, “Quy ché luong thuéng
va nhan sy md1 ap dung tir thang 02/20267,... Cac file dinh kém (Word, Excel,
PDF) chira ma ddc tang hinh, s& kich hoat ngay khi ngudi dung mé file va bdm
“Enable Content” (bat noi dung).

- Giai phap khic phuc: " Quan triét can bo trong don vi tuyét ddi khéng
tai phan mém thué qua céc dudng link la hodc céc file chia sé qua Zalo. Chi truy
cap vao website chinh thdng ctia Téng cuc Thué (gdt.gov.vn) hodc céc kho tmg
dung chinh thirc (CH Play, App Store). Canh bao nhéan vién khong duoc tuy tién
mo cac file dinh kem c6 ndi dung la hodc thuc giuc vé thoi gian va can kiém tra
ky dia chi email ngudn. Tuyét dbi khéng bim “Enable Editing” hoac “Enable
Content” (macro) trén céc file Office néu khong chic chin vé do an toan. @
Tang cudng phd bién rong rii thu doan lira dao méi nay dén toan thé can bo,
codng chire, vién chire, dic biét 1a nhitng nguoi lam cong téc tai chinh, ké toan.

1.3. L hong nghiém trong trong céc thiét bi luu trir mang (NAS) phd bién
- Mtrc d¢: Pac biét nghiém trong.

- M6 ta: Mét 16 hong thuc thi ma tir xa (RCE) vira dugc phét hién trong hé
diéu hanh cua céc thiét bi luu trit NAS, 16 hong nam trong module chia sé file
qua giao thirc SMB/AFP. Tin tic c6 thé quét cac thiét bi NAS két ndi Internet,
khai thac 16 hong dé xoa sach dit lidéu hodc ma héa toan b file backup nham doi
tién chudc.

- Phién ban anh huong: Cac thiét bi NAS ctia Synology, QNAP chay
phién ban hé diéu hanh ct chua cap nhat ban va ngay 15/02/2026.

- Giai phap khac phuc: V) Tién hanh ra soat va lap tic ngat két ndi cac
thiét bi NAS khoi mang Internet cong cong (khong public IP truc tiép, khong
m& Port Forwarding), chi cho phép truy cdp qua VPN ndi bo. ¥ Diang nhap
trang quan tri thiét bi va cap nhat 1én phién ban Firmware mé&i nhét ngay lap tirc.
Kich hoat xac thuc 02 budc (2FA) cho tai khoan quan tri NAS.
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2. Canh bdo nghiém trong thong qua hé thong quéin tri ma doc tap
trung EDR trén dia ban tinh

2.1. Canh bdo ma doc lay lan Worm.Win32.AutoRun.fnc
- Mtrc do: Nghiém trong.

- M6 ta: Worm.Win32.AutoRun.fnc la ma doc dang sau mdy tinh (worm)
duoc viét trén nén tang Win32, c6 kha nang tu sao chép va phat tin manh mé
qua cac thiét bi luu trit di dong (USB) va 6 dia mang thong qua tép tin cau hinh
autorun.inf. Ma dgc thuong nguy trang dudi dang céc tép thyc thi hé thong hodc
an minh trong cac thu muc goc dé danh lira nguoi dung. Sau khi xam nhép, no
chinh stra khéa Registry dé tu dong khoi dong cung hé théng, tao clra sau
(backdoor) va cé kha nang phat tan lién két doc hai qua cac tng dung nhan tin.
Ma doc nay lam suy yeu bao mat hé thong, gay mat dir liéu va tao diéu kién cho
tin tic chiém quyén diéu khién tir xa'.

- Giai phép khic phuc: " D4i v6i quan tri vién hé théng can sir dung cac
cong cu ra quét ma doc chuyén dung nhu Smart IR, Kaspersky Virus Removal
Tool hodc Microsoft Safety Scanner dé quét toan bd hé thong Kiém tra va xo6a
bo cac tép la nhu system3_.exe hodc autorun.inf trén cac phan ving dia. Thuc
hién cau hinh Group Policy dé vé hiéu hoa hoan toan tinh ndng AutoRun hoéc
AutoPlay trén toan bd may tram. @ D6i véi ngudi ding thuc hién quét virus
trude khi mé USB, mé tai liéu, luén bat phan mém diét virus Smart IR.

2.2. Canh bao ma ddc lay nhiém qua file Excel (Virus.MSExcel.Laroux-based)
- Murc do: Nghiém trong.

- Mo ta: Day la loai macro-virus 1y lan qua cac file Microsoft Excel, dic

biét phat tan manh qua Gng dung Zalo. Khi nguoi dung m¢ file va bat tinh néng

“cho phép Macros” (Enable Macros) virus sé€ lay nhiém vao hé thdng, c6 kha

nang danh cap thong tin nhay cam va 1a tién d& cho céc cudc tin cong ma hoda
tong tién (ransomware)>.

- Giai phép khic phuc: ) Déi v6i quan tri vién hé théng cin cdu hinh
Group Policy dé vo hiéu hoéa hodc canh bdo nghiém ngit viéc thuc thi macro
trong cac van ban Office. @ Déi véi ngudi ding tuyét dbi khong bam “cho phép
noi dung hoat dong” (Enable Content) hodc “cho phép Macros” (Enable
Macros) ddi véi cac tép tin nhan duoc tur nguon khong tin cdy va luén bat phan
mém diét virus Smart IR.

23. Cénh biao md doc lay nhiém qua file AutoCAD
(Virus.Acad.Bursted.a, Trojan.Acad.Agent.a)

- Murc d6: Nghiém trong.

' Ghi nhén 1ay nhiém tai: S6 Vin hoa Thé thao va Du lich|Vin phong S& Vin hoa Thé thao va Du lich.

? Ghi nhén lay nhiém tai: S& Tai chinh|Van phong S& Tai chinh: X4 C DPam|Truong Tiéu hoc C6 Dam; Xa Son
Hong; Xa T My; Xa Toan Luu; Xa Son Tay; Xa Can Lgc; Xa Son Kim 1; Xa Dic Pdng; So Cong thuong; Xa
Huong Son; X4 Tién Pién; X4 Mai Phu; X4 Kim Hoa.
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- Mo ta: Day la loai virus lay nhiém vao moéi truong lam viée ctia phan
mém AutoCAD. Khi nguoi ding mé mét tép ban vé bét ky, ma doc s& dugc kich
hoat va c6 kha nang danh cap, pha hoai céc ban vé thiét ké, dir liéu quy hoach,
du 4n quan trong?.

- Giai phap khic phuc: ) Déi véi quan tri vién hé thong can ra soét cac
may tinh c6 cai dat AutoCAD. Sir dung phan mém diét virus dé lam sach. Kiém
tra va xoa cac tép tin doc hai (nhu acad.lsp, acaddoc.Isp) trong thu muc cai dét
va thu myc nguoi dung ctia AutoCAD. @ Péi véi ngudi dung khong ma cac file
ban v& khéng rd ngudn gdc, bao céo ngay cho bo phén cong nghé thong tin khi
phan mém AutoCAD c6 céc biéu hién bét thuong va ludn bat phan mém diét
virus Smart IR.

2.3. Canh bao ma doc Worm.Win32.FakeDoc (lay lan qua USB va cac tép
tin gia mao)

- Muc do: Nghiém trong.

- M6 ta: Pay 1a loai sau may tinh (worm) chu yéu lay lan tu dong qua céc
thiét bi luu trit USB, bén canh d6 con co thé lay lan qua cac kénh khéc nhu Zalo,
Email. N6 tao ra cac tép tin thyuc thi (.exe) gia mao dudi dang cac tai liéu quen
thude (Word, Excel, PDF,...) va 4n di cac tép tin that. Khi ngudi ding mé tép gia
mao ma doc s& dugc kich hoat, géy ra nguy co lay lan trén di€n rong trong mang
ndi by va tao backdoor cho tin tdc x&m nhap sau hon vao hé théng, tir d6 c6 thé
thuc hién cac kich ban tAn coOng nguy hiém hon nhu tan cong ma hoa dir liéu
(Ransomware)®.

- Giai phéap khéc phuc: " Déi véi quan tri vién hé thong can ra soat, cach
ly cac may tinh co ddu hiéu nhiém, sir dung Group Policy dé v hiéu héa tinh
nang AutoRun ddi véi céc thiét bj USB. @ Déi voi nguoi dung can quét virus tat
ca céc thiét bi USB trude khi st dung, bat ché do hién thi file 4n dé phét hién
cac tép tin dang ngd. Déc biét phai can trong voi céc tép tin giri qua Zalo, Email
cd biéu tuong tai liéu nhung c6 dudi 1a “.exe” hodc 1a dang “Shortcut” va ludn
bat phan mém diét virus Smart IR.

2.4. Phat hién mét sb file .exe tai cac don vi ghi nhan hanh vi nguy hiém
6 thé dan dén tan cong ma hoa dir liéu trong tuong lai

- Mitte d6: Rét nghiém trong.

- M6 ta: Mot sb tép tin thuc thi (.exe) tai cac don vi c6 hanh vi nguy hiém,
tiém 4n rui ro cao dbi vai hé thong thong tin. Cac tép tin nay co thé dugc phat

tan thong qua Email, img dung nhén tin (Zalo, Telegram,...), thiét bi luu trit
USB hodc tai vé tu Internet.

Khi nguoi dung v6 tinh thuc thi (chay) cac file .exe, ma doc c6 thé duoc
kich hoat, cho phép ké tan cong xam nhép hé thong, tai thém ma doc khac, duy

3 Ghi nhan lay nhiém tai: S& Xay dung; Xa Can Loc; Xa Toan Luu; S& Nong nghiép va Mai trudng; Xa Gia
Hanh; X3 Thach Ha.
4+ Ghi nhén lay nhiém tai: Xa Thuong Duc.
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tri quyen kiém sodt va dac biét 1 tién dé cho cac cude tdn cong mi hoa dir liéu
tong tién (ransomware) trong tuong lai’.

- Giai phap khac phuc: V' Déi véi quéan tri vién h¢ thdng can ra soat, kiém
tra va loai bo ngay céc file .exe khong rd nguédn gbc trén may tram va may chu.
Céu hinh Group Policy hodc céc giai phap Endpoint Security dé han ché hodc
chan viéc thyc thi file .exe tir cac thu muc khong an toan (Downloads, Temp,
USB,...). Trién khai va cap nhat day du phan mém diét virus Smart IR cho hé
thong. @ Péi voi nguoi dung can tuyét dbi khong md hodc chay céc file .exe
nhan dugc tir email, ung dung nhin tin hodc ngudn khong rd rang. Khong tai va
cai dat phan mém, cong cu, file crack hodc keygen tir Internet. Ludn bat phan
mém diét virus Smart IR, kip thdi bao cdo bo phéan cong nghé thong tin khi phat
hién canh béo bét thuong.

2.5. Phat hién d4u hiéu 15 lot thong tin ca nhan trén khéng gian mang
- Mrc d6: Rét nghiém trong

- M6 ta: Phat hién mot sb thdng tin, dir liéu nhay cam cua ngudi dan trén
dia ban tinh Ha Tinh c6 dau hiéu bj 1§ lot trén khoéng gian mang.

- Giai phéap khic phuc: Quan triét nghiém tic viéc xu ly van ban, tai liéu
chtra thong tin ¢4 nhén cta nguoi dan, yéu cdu tuan tha nghiém tic quy dinh cla
Luat bao v¢ dit li¢u cd nhan 2025 va céc quy dinh khéc c6 lién quan. Khong chia
s¢ dif liéu cd nhén cta nguoi dén qua cac ting dung OTT (nhu Facebook, Zalo,
Telegram,...) hodc tai 1én Al (nhu Chatgpt, Gemini, Deepseek,...). Pac biét cac
don vi, dia phuong ¢6 trach nhiém trong xur ly dir li¢u phuc vu bau cu PBQH
khéa XVI va dai biéu HPND céc cap nhiém ky 2026 - 2031 can tuan thu
nghiém tic viéc bao v¢ dir liéu ca nhan trong qua trinh thuc hién nhiém vu.

Khi phat hién d4u hiéu tin cong mang dé nghi céc don vi, dia phuong lién
hé Cdng an tinh (qua Phong An ninh mang va phong, chong toi pham su dung
cong ngh¢ cao, s6 dién thoai: 099.338.6777) dé dugc phbi hop, ho tro xir y.

Cong an tinh thong bao céc don vi, dia phuong biét, dé nghi khén truong
ra soat, Xt ly cac virus, ma doc va céc 16 hdng bao mat trén hé thong /.

Noi nhan:

- Nhu trén;

- D/c Giam déc (dé béo céo);
- Luu: VT, ANM.

Thugng ta Nguyén Quoc Hing

* Ghi nhén lay nhiém tai: So Néng nghiép va Moi truong|Van phong Dang ky dat dai huyen Thach Ha-Loc Ha;
Xa Truong Luu; S¢ Gido duc va Dao tao|THPT Nguyén Vin Trdi; Xa Cam Dué; Vién kiém sat nhan déan|Vién
kiém sat nhan dan tinh; S¢' Y té|Bénh vién Loc Ha.
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