Ky boi: CONG AN TINH HA TINH
mail: cat@hatinh.bca

~ BOCONG AN CONG HOAM HOb. GHEBNGHIA VAET NAM
CONG AN TINH HA TINH DPoc ldp - Tu do - Hanh phuc
S6: 387/CAT-ANM Ha Tinh, ngay 30 thang 01 nam 2026

V/v théng bao 16 héng bao mét
nghiém trong thang 01/2026

Kinh gri:
- Cac Ban Dang, UBKT, Van phong Tinh uy;
- Cac Dang uy truc thudc Tinh ay;
- Van phong Boan PBQH va HDND tinh;
- Van phong UBND tinh;
- Céc s&, ban, nganh, doan thé cap tinh;
- Cac doanh nghiép nha nudc trén dia ban tinh;
- Pang ty, UBND cép xa.

Thang 01/2026 trén khong gian mang xudt hién nhicu chlcn dich tan cong
mang tinh vi va cac 16 héng nghiém trong trén céc phan mém ung dung phd
bién. Pic biét hé thong _quan tri mad doc tap trung ght nhan mot s6 loai ma doc
nguy hiém dang lay nhiém, anh huong truc t1ep dén cac co quan, don vi trén dia
ban tinh. Cac loai virus, md doc nay co the bi ddi twong tan cong loi dung dé
chiém quyén diéu khién hé théng, danh cip va ma hoa dir liéu doi tién chudc
(ransomware). Cong an tinh théng bao thong tin va hudng dan giai phap khic
phuc nhu sau:

1. C4c nguy co tin cong mang va 16 hong bao mat nghiém trong

1.1. Canh bao 16 hong nghiém trong thuc thi ma tir xa trong dich vu cong
may tinh tir xa ctia Microsoft (Remote Desktop Gateway)

- Muc do: Dac bi¢t nghiém trong.

- M6 ta: Lo hong ton tai trong cac dich vu cong may tinh tir xa (Remote
Desktop Gateway) xur 1y céc két nol dén. L) hong ndy cho phep doi tuong tan
cong tur bén ngoai Internet, khong can xac thuc, ¢ thé g mot goi tin dugce ché
tao dic biét dén may chu va thuc thi ma ddc tir xa voéi quyen quan tri cao nhat.
Khati thac thanh cong 16 héng nay dong nghia véi viéc d6i trong co thé chiém
quyen diéu khién hoan toan may chi cdng va tir d6 xdm nhap siu vao toan bo hé
thong mang noi bd cua co quan, don vi.

- Phién ban dnh huong: Windows Server 2019, Windows Server 2022,

- Giai phéap khéc phuc: "Di véi quan tri vién cac hé thong khan truong
ra soat cac may chu dang cai dét dich vu Remote Desktop Gateway va c&p nhat
ngay ban va bao mat thang 01/2026 cua Microsoft. @Poi v6i cac don vi chua
thé cap nhat ngay tam thai dp dung bién phap giam thiéu rai ro bang cach cau
hinh tudng lira, chi cho phép cac dia chi IP tin cdy duoc phép két ndi dén cong
dich vu 3391/UDP ctia may chi Remote Desktop Gateway.
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1.2. Canh bao chién dich tin cong lira ddo c6 chu dich st dung cong nghé
gia mao giong noi (Deepfake Voice)

- Mirc d6: Rat nghiém trong.

- M6 ta: Cac ddi tuong lira ddo thu thap thong tin vé co céu to chirc cua
cac co quan, dic biét nhim vao bd phan ké toan, tai chinh. Sau do ching sur
dung cong nghé Tri tué nhan tao (Al) dé gia mao giong noi cua lanh dao don
vi, thuc hi¢n cac cudce goi qua Zalo, Whatsapp... dén can bo ké toan. Vi kich
ban khan cap (nhu “Anh/chi dang di cong tac dot Xut, can chuyen gip mot
khoan tién cho dbi tac...”) cac déi tuong s¢ yc,u cau chuyén tién vao mot tai
khoan do dbi tuong chi dmh Do giong noi giéng hét nén nhiéu nguoi da mat
canh gidc va lam theo.

- Giai phéap khac phuc: ) Quan tri€t quy trinh xéc thuc: Tuyét dbi khong
thuc hién bat ky giao dich chuyen tién nao chi dua trén mét cude goi dién thoai
hodc goi qua ung dung OTT, ké ca khi nhan ra d6 la giong noi cua lanh dao.
Phai thiét 1ap va tudn thi nghiém ngdt quy trinh xac thuc da kénh nhu goi lai vao
so dién thoai chinh thirc ctia linh dao, nhin tin qua kénh lién lac khac hodc yéu
cau ¢6 van ban chi dao hop 1& trude khi thuc hién giao dich. © Nang cao nhan
thire bang cach phd bién rong rai thu doan lira dao moi ndy dén toan thé can b,
cong chire, vién chirc, dac biét [a nhitng ngudi lam cong téc tai chinh, ké toan.

1.3. L6 hong trong cac phan mém ké toan phé bién cho phép danh cap
dir ligu
- Mtrc d§: Nghiém trong.

- Mo ta: Lo hong, bao mat dugc phét hién trong module dong bo hoa dir
liéu ctia mét s6 phan mém ké toan doanh nghi¢p dang dugc st dung rong ral. Lo
héng nay cho phép tin tic, néu co cung 16p mang, co thé giri cac truy van doc
hai dé trich xuat toan bd co s& dir lidu ké toan cua don vi ma khéng can co tai
khoan ddng nhap. Viéc nay dan dén nguy co rd ri toan bo thong tin tai chinh, dit
lidu nhan su, thong tin khach hang, déi tac.

- Phién ban anh hudng: Céc phién ban phan mém ké toan MISA, FAST...
chua duoc cip nhét ban va cudi thang 12/2025.

- Gial phap khac phuc: 1 Déi véi bo phén ke toan lién h¢ ngay lap tirc voi
nha cung cap phan mém (MISA, FAST..) dé yéu cau va thuc hién viée cap nhat
phién ban phan mém méi nhit. @ Péi vO1 quan trl mang ra soat, ciu hinh tuong
lra dé gidi han nghiém ngit cac két ndi dén may chu ké toan, chi cho phép cac
may tinh dugc chi dinh trong mang ndi bo dugc phép truy cap.

2. Canh bido nghiém trong thong qua hé thong quan tri ma djc tip
trung EDR trén dia ban tinh

2.1. Canh bdo ma doc lay lan Worm.VBS.Dinihou.r
- Mur¢ d§: Nghiém trong.







- Mé ta: Worm.VBS.Dinthou.r Ia ma doc dang worm dugc viég béng ngon
nglr VBScript (VBS), c6 kha nang tu dong lay lan thong qua céc thiét bi luu trir
di dong (USB), thu muc chia s¢ mang va céac tép tin cd dudi gia mao. Ma doc
thuong nguy trang dudi dang cac tép tin quen thude dé danh lira ngudi ding mo
thue thi. Sau khi xam nhdp thanh cong, ma doc tao va chinh swra cac tap tin hé¢
thong, thay d6i khoa Registry nhim duy tri hoat dong khi hé thong khai dong.
Dong thoi Worm.VBS.Dinihou.r ¢ thé tai thém ma doc khac tir Internet, lam
gia ting nguy co bi kiém sodt hé théng va mét an toan thong tin'.

- Giai phap khac phuc: () Ddi voi quan tri vién hé théng can ra soat cac
may tinh bi lay nhiém ma doc bing phan mém Smart IR dé kip thoi xir ly; kiém
tra va vo hiéu hoa cac tap tin VBS nghi van, dic biét trong thu muc hé théng va
cac thiét bj lwu trir di dong. @ i véi ngudi ding thyuc hién quét virus trude khi
mé USB, mé tai liéu; ludn bat phan mém diét virus Smart IR.

2.2. Canh bdo ma dgc lay nhiém qua file Excel (Virus. MSExcel.Laroux-based)
- Murc d§: Nghiém trong.

- M0 ta: Day la loai macro-virus lay lan qua cac file Microsoft Excel, dac
biét phat tdn manh qua ng dung Zalo. Khi nguoi ding mo file va bat tinh nang
“cho phép Macros” (Enable Macros) virus s& lay nhiém vao hé thong, co kha
ning danh cdp thong tin nhay cam va la tién dé cho cic cudc tan cong ma hoa
tong tién (ransomware)?.

- Giai phap khic phuc: ) D4i véi quan tri vién hé théng can ciu hinh
Group Policy dé v6 hiéu hoa hodc canh bao nghiém ngit viéc thuc thi macro
trong céc vin ban Office. @ Ddi voi nguoi dung tuyét déi khong bam “cho phép

"' Gihi nhan lay nhiém tai: Xi Tung Léce: Xa Kim Hoa.
2 Ghi nhan ldy nhiém tai: Xa Nghi Xuan; Xa Dan Hai; Xa Son Hong; Phuong Séng Tri; Xa Son Kim 2; Xa Son
Kim 1; Phuong Bic Hong Linh; X4 Son Giang: Xa Son Tay; Xa Son Giang|Truong THCS Hai Thuong Lan
Ong; S& Tai chinh|Van phong S¢ Tai chinh; Xa Bong Kinh; Xa Mai lloa|Trmmg Mim non Dirc Linh; So Xay
dung; Xa Yeén Hoa; Xa Ky Xuan; S& Khoa hoc cong nghé: So Y té|Chi cuc Dén sé: S Cong thuong|Van phong
S& cong thuong; S¢ Vin hod Thé thao va Du lich|Trung tim Van hoa Truyén thong Huong Son; Xa Tu My; Xa
Huong Binh; Phudng Trin Phi|Dang uy-UBND-MTTQ; S¢ Y t&[Trung tam y té Huong Son; Xa Huong Son; Xa
Loc Ha; Xa Son Tién; Xa Son Kim 1|Truéng Tiéu hoe Son Kim 1; Xa Thach Ha[T rung tam chinh tri; Phuong
Thanh Sen|Truomg Mam non Thach Quy; So Néng nghi¢p va Mm truong| Vin phong Bing ky dit dai Thi xa
Héng Linh: Xa Ky Anh; Xa Kim Hoa; S¢ Y 1¢|Trung tam Kiém nghiém thudc my pham thuc phiam; Xa Cam
Dué; Phuong Nam Hong Linh; Xa Xuan Léc; Xa Tién Dién; Xa Pong Kinh|UBND-Bang uy-MTTQ-TTHCC xa
Déng Kinh; Phuong Hai Ninh; Xa CH Damllrucrnn Tiéu hoc C6 Dam; Xa Dirc Quang; So Nong nghiép va Mai
truong|Trung tim nude sach va vé sinh mdi truomg nong thon; So Nong nghi¢p va Moi truomg|Vuon Qudc gia
Vi Quang; Xa Mai Phu; X Cam Lac; So Nong nghiép va Mai truong|Trung @m quan trac va tai nguyén moi
truong: Xa Huong Son|Truong THCS Trung Phu; Xa Son Tan]TrLrunb THCS Nguyén Khic Vién; So Gido duc
va Dao tao|Vin phong So gido duc va Dao tao: S¢ Vin hoda T hé thao va Du lich|Trung tim Van hoa Tr uyLn
thong Vi Quang S& Y té[Trung tam y & Tién Dién; Xa Gia Hanh; Xa Cé Pam; Xa Son Kim 2|1 I'ruomg Tiéu hoc
Son Kim 2; Xa Son Giang|Truémg Tiéu hoc Qudng Diém; Xa Son Hong|Truong Tiéu hoc Son Hong; Cong an
tinh|Cong an phuong Ha Huy Tap; Xa D(')ng Loc; So Y té]BL}nh vién Sire khoe Tam thin; S& Giao duc va Pao
tao|THPT Phan Binh Phing; Xa Kim Hoa|Truong THCS Phan Binh Phung; Thanh tra tinh; Phudng Thanh
Sen|UBND phuong Thanh Sen; Phuong Thanh Sen|Dang uy-MTTQ phuong Thanh Sen; Xa Thach HaJUBND-
Dang uy-MTTQ-TTHCC: Xd Dic Minh; Xa Cam Xuyén; Xa Dic The; Xa Huong Xudn: Xa Tung Loc; Xa
Truwong Luu; Xa Thach Lac: Xa Pic Dong; Xa Vigt Xuyén; Xa Vi Quang; Xa Thach Xudn; Xa Ky Vin; Xa
Hong Loc; Xa Pong Tién|UBND- -Bang uy-MTTQ-TTHCC xa Pong Tién: Xi Thach Khé[UBND-DPang uy-
MTTQ-TTHCC xa Thach Khé; S Y té|Trung tam cong tac xa hoi.
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noi dung hoat dong” (Enable Content) hodc “cho phép Macros” (Enab]e
Macros) doi vai cac tép tin nhan dugc tir ngudn khong tin cdy va ludn bat phéan
mém diét virus Smart IR.

23. Canh bao md doc ldy nhiém qua file AutoCAD
(Virus.Acad.Bursted.a, Trojan.Acad.Agent.a)

- Muc d§: Nghiém trong.

- Mo ta: Day la loai virus ldy nhiém vao maéi truong lam viéc cia phan
mém AutoCAD. Khi ngudi dung mo mot tép ban vé bat ky, ma doc sé duoc kich
hoat va co kha ning danh cap, pha hoai cac ban vé thiét ké, dir liéu quy hoach,
du an quan trong?.

- Giai phap khéc phuc: () Déi véi quan tri vién hé thong can ra soat cac
may tinh cé cai dit AutoCAD. Sir dung phan mém diét virus dé lam sach. Kiém
tra va x6a céac tép tin doc hai (nhu acad.lsp, acaddoc.lsp) trong thu muc cai dat
va thu myc ngudi dung cia AutoCAD. Dbi voi nguoi ding khong ma cac file
ban vé khong 16 ngudn gbe, bao céo ngay cho bd phan cong nghe thong tin khi
phan mém AutoCAD c¢6 cac biéu hién bat thuong va ludn bat phan mém diét
virus Smart IR.

~2.4. Phat hién mét so file .exe tai cac don vi ghi nhin hanh vi nguy hiém
¢o thé dan dén tan cong ma hoa dir li¢u trong tuong lai

- Mitc do: Rt nghiém trong.

- Mo ta: Mot s6 tép tin thuc thi (.exe) tai cac don vi c6 hanh vi nguy hiém,
tiém 4n rai ro cao dbi véi hé thong thong tin. Céc tép tin ndy cé thé duoc phat
tn thong qua email, ing dung nhén tin (Zalo, Telegram...), thiét bi luu trit USB
hodc tai vé tir Internet.

Khi ngudi dung vo tinh thuce thi (chay) céc file .exe, ma doc co thé dugc
kich hoat, cho phép ke thn cong xam nhap hé thong, tai thém ma doc khac, duy
tri quyen kiém soat, va dic biét la tién dé cho cac cudce tan cong ma hoa dir li¢u
tdng tién (ransomware) trong tuong lai.

- Giai phap khac phuc: (1) Dbi véi quan tri vién hé thong cin ra soat,
kiém tra va loai bo ngay céc file .exe khong rd ngudn goe trén may tram va may
chii. Cau hinh Group Policy hodc cac giai phap Endpoint Security dé han ché
hoac chan viéc thuc thi file .exe tir cac thu muc khong an toan (Downloads,
Temp, USB...). Trién khai va cdp nhét diy du phan mém diét virus Smart IR
cho hé thong. @ Dbi voi nguoi ding cin tuyét doi khong mé hodc chay cac file
.exe nhan dugc tr email, ing dung nhén tin hodc nguén khong rd rang. Khong
tal va cal dat phén mém, cong cu, file crack hoac keygen tir Internet. Ludn bat

¥ Ghi nhén lay nhiém tai: S& Xay dung: Xa Can Loc; Phuémg Ha Huy Tap; Phuong Hai Ninh.

* Ghi nhan lay nhiém tai: Xa Cam Dug; Xa Ha Linh|Truong THCS Ha Linh; Van phong Poan DBQH va HDND
tinh; Xa Can Loc: Xa Can Loc|Truong THCS Xuan Diéu; Xa Trudng Luu; So Cong thuong|Van phong So cong
thuong; S& Gido duc va Pao tao|THPT Nguyén Vin Troi; Xa Hong Lac; So Nong nghiép va Moi truong|Vin
phong Dang ky dit dai tinh; So' Y té|Trung tim y té Hong Linh; S Tai chinh|Vin phong S¢ Tai chinh.
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phan mém diét virus Smart IR, kip thoi bao cdo bd phan cong nghé thong tin khi
phat hién canh bdo bat thuong.

2.5. Phat hién mot sé Trang thong tin di¢n tu hién van st dung giao
thiaec HTTP

- Muc d6: Rat nghiém trong.

- M6 ta: Qua cong tac ra soat, kiém tra an toan thong tin, phat hién mot _36
Trang thong tin dién tir hién van sir dung giao thie HTTP, do chua duoc trién
khai va kich hoat ching thu sé SSL/TLS cho may chu Web. Viéc str dung giao
thire HTTP khién dir liéu trao dbi giira nguoi dung va may chu khong dugc ma
hoa, tiém an nguy co bi nghe Ién, dinh cdp hodc chinh sura ni dung trong qua
trinh truyen tai (tdn cong Man-in-the-Middle). Tinh trang nay khong dap tng
cac khuyén nghi va yéu cau hién hanh vé bao dam an toan thong tin, dic biét doi
voi cac hé théng cung cip dich vu cdng hodc c6 chice ning thu thap thong tin
nguoi dung’.

- Giai phap khic phuc: E)01 vGi quan tri vién hé thong can khan truong
trién khai va kich hoat chung thu s6 SSL/TLS hop 1¢ cho may chi Web tir céc to
chitc cung cip chimg thyuc uy tin. Cau hinh chuyén hudng bt bugc tur HTTP
sang HTTPS, v6 hi¢u hoa hoan toan truy cap HTTP sau khi trién khai thanh
cong. @ Pdi voi nguoi dung chi truy cdp va st dung dich vu khi trang Web hién
thi HTTPS va biéu tuong 6 khoa an toan trén trinh duyét. Khong nhap thong tin
dang nhap, thong tin c& nhén trén cac trang Web st dung giao thirc HTTP.

Khi phat hién déu hiéu tin cong mang dé nghi cac don vi, dja phuong lién
h¢ Cong an tinh (qua Phong An ninh mang va phong, chong to1 pham su dung
cong nghé cao, sb dién thoai: 099.338.6777) dé dugc phdi hop, hd tro xir 1y.

Cong an tinh thong bao cac don vi, dia phuong biét, dé nghi khan truong ra
sodt, xtr 1y cac virus, ma doc va céc 16 hong bao mat trén hé thdng. Giao Phong
An ninh mang va phong, chéng toi pham sur dung cong nghé cao ra soat cac don
vi, dia phuong khong trién khai khic phuc cac ton tai, han ché da duoc Cong an
tinh thong bdo tir céc ky trude, tham muu giai phap xur ly theo quy du‘th./ﬁ_..--

Noi nhdn:
- Nhu trén;

- B/e Giam dde (dé bao cao):
- Luu: VT, ANM.

Tﬁu’g‘ng ta Nguyén Qudc Hing

S Ghi nhan mét sé trang nhu:  http:/sotaichinh.hatinh.gov.vn/; http://theskythinh.thixakyanh.edu.vn/;
http://ubmttq.hatinh.gov.vn/; hitp://ede.hatinh.gov.vn/; http://tuphap.hatinh_gov.vn/ (dé nghi cac dom vi trién khai
theo khuyén nghj va bao cao vé Cong an tinh két qua thue hién).
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